CJIS PERSONNEL SECURITY | EASY-READ GUIDE

CJIS SECURITY POLICY

Personnel Security

An easy-read guide to PS-1 through PS-9

Purpose This guide reorganizes the Personnel Security controls into plain language for easier web
reading. It preserves required actions, timeframes, decision authorities, exceptions, and related-
control references.

Source: FBI Criminal Justice Information Services Security Policy (CJISSECPOL), version 6.1, dated June
25, 2026, Personnel Security pages 204-210.

Use note: This reader-friendly adaptation is not a replacement for the official policy. If wording differs,
follow the official policy and applicable law.

Who these controls cover

The Personnel Security requirements apply to all personnel with unescorted access to unencrypted
Criminal Justice Information (CJI). This applies in physical data centers, cloud environments, and hybrid
environments. Agencies must consider both unescorted logical and physical access that would allow a
person to view, modify, or use unencrypted CJI.

At a glance
Control Priority Main requirement
PS-1 2 Maintain policy and procedures; review annually and after defined events.
PS-2 2 Assign and maintain risk designations for every position.
PS-3 2 Screen before access; manage findings and access lists.
PS-4 2 Complete termination access actions within 24 hours.
PS-5 3 Review and adjust transfer access within 24 hours.
PS-6 4 Use signed access agreements; review annually.
PS-7 2 Apply and monitor requirements for external providers.
PS-8 4 Use sanctions and notify specified staff within 24 hours.
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Control Priority Main requirement

PS-9 4 Put security and privacy duties in position descriptions.

PS-

1 Policy and Procedures

PRIORITY 2

In plain language Create, assign ownership for, distribute, and keep current an agency-wide

personnel security policy and the procedures needed to carry it out.

REQUIRED ACTIONS

Develop and document an agency-level personnel security policy for personnel with personnel

security responsibilities.

— Address purpose, scope, roles, responsibilities, management commitment, coordination
among organizational entities, and compliance.

— Keep the policy consistent with applicable laws, executive orders, directives, regulations,
policies, standards, and guidelines.

Develop procedures that explain how to implement the policy and related personnel security
controls.

Distribute the policy and procedures to personnel with personnel security responsibilities.

Designate personnel with information security responsibilities to manage development,

documentation, and distribution.
Review and update both the policy and procedures at least annually.

— Also update them after assessment or audit findings, security incidents or breaches, or changes

in applicable authorities and guidance.

IMPLEMENTATION NOTES

Personnel security and privacy programs should collaborate when developing policy and

procedures.

Organization-level policy is generally preferred, although mission-level or system-specific

documents may be used when needed.

Procedures may be placed in security and privacy plans or separate documents and should explain
how a control is carried out and by whom.

Simply restating the controls does not count as an organizational policy or procedure.

RELATED CONTROLS
PS-8, SI-12.
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PS-2 Position Risk Designation

PRIORITY 2

In plain language Classify the risk of every position, set screening requirements that match the risk,
and keep the designations current.

REQUIRED ACTIONS
e Assign arisk designation to every organizational position.
e Establish screening criteria for individuals who fill those positions.
¢ Review and update position risk designations as required.
IMPLEMENTATION NOTES

e Position risk designations help determine the potential impact of misconduct and the appropriate

level of investigation.
e Designations can guide access authorizations.
e Screening criteria should include explicit appointment requirements for information security roles.

e Federal organizations should follow applicable Office of Personnel Management guidance and 5
CFR Parts 1400 and 731.

RELATED CONTROLS
AC-5, AT-3, PE-2, PE-3, PL-2, PS-3, PS-6, SA-5, SI-12.

PS-3 Personnel Screening

In plain language Complete required screening before granting access. Route criminal-history
findings to the authorized decision-maker, document access decisions, and maintain the access list.

1| SCREEN BEFORE ACCESS
e Screen each individual before authorizing information-system access.
e Conduct both a state-of-residency record check and a national fingerprint-based record check.

— Conduct the national check under an FBI-approved authority, such as a federal statute or a state
statute approved under Public Law 92-544.

— Iftheindividual lives in a state other than the assigned agency's state, also check the agency's

state records.

— When appropriate, align screening with 5 CFR 731.106, Office of Personnel Management policy
and guidance, and/or agency policy and guidance.

e An agency authorized by federal law to bypass state repositories conducts only the national

fingerprint-based check.
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e An agency without approved statutory authority for civil fingerprint-based checks on personnel with
access to Criminal History Record Information (CHRI) is exempt until it obtains that authority.

2 | REQUEST AND APPROVE ACCESS
e Submit access requests as specified by the CJIS Systems Officer (CSO), Authorized Recipient
Official, or Interface Agency (lA) Official.

e Access may be approved by the CSO or designee, Authorized Recipient Official or designee, or 1A
Official.

e A CSO designee must be from an authorized criminal justice agency. An Authorized Recipient
designee must be employed by the Authorized Recipient Agency.

3| HANDLE CRIMINAL-HISTORY FINDINGS
¢ Do notgrant access when any criminal history exists until the authorized official reviews it and
decides whether access is appropriate.

¢ Felony conviction: deny access. The requesting agency may seek review in extenuating

circumstances when severity and elapsed time may support a variance.

¢ Misdemeanor offense: access may be granted if the authorized official determines the nature or
severity does not justify disqualification. The requesting agency may ask the authorized official to

review a denial.

e Contractor criminal history: formally notify the Contracting Agency (CA) of the continuing-fitness

determination and delay access during review. The CA then notifies the contractor's security officer.

¢ Fugitive indication or arrest without conviction: the authorized official must review the matter and

decide whether CJl access is appropriate.

4| ADDRESS LATER ARRESTS OR CONVICTIONS
e |f acurrent CJl useris later arrested or convicted, the authorized official determines whether access

may continue.

e This authority concerns Cll access; it does not grant the CSO, Authorized Recipient, or A Official
hiring or firing authority.

¢ For non-felony offenses, the authorized official may delegate continued-access decisions.

5| DENY ACCESS WHEN REQUIRED

e Deny access if the authorized official determines that access would not be in the public interest.
¢ Notify the person's appointing authority of the denialin writing.

6 | MAINTAIN THE ACCESS LIST
e Criminaljustice and noncriminal justice agencies must keep a current list of personnel authorized

for unescorted access to unencrypted CJI.

e Provide it on request to the CSO or designee, Authorized Recipient Official or designee, or IA Official.

7 | RESCREEN

e Rescreening under the same criteria is recommended.

e The authority used for the national fingerprint-based check must also authorize rescreening.
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RELATED CONTROLS
AC-2, IA-4, MA-5, PE-2, PS-2, PS-6, PS-7.

PS-4 Personnel Termination

PRIORITY 2

Deadline Disable system access within 24 hours after employment ends. Coordinate other actions
promptly, especially for termination for cause.

REQUIRED ACTIONS AFTER TERMINATION

Disable system access within 24 hours.
Terminate or revoke the individual's authenticators and credentials.

Conduct an exit interview that covers nondisclosure of CJI and personally identifiable information
(PII).
Retrieve all security-related organizational and system-related property.

Preserve organizational access to information and systems formerly controlled by the terminated

individual.

EXAMPLES AND NOTES

Property can include hardware tokens, system administration manuals, keys, identification cards,

and building passes.

Exit interviews should reinforce nondisclosure agreements and applicable post-employment

restrictions, though an interview may not always be possible.

For some terminations, an organization may disable accounts before notifying the individual.

RELATED CONTROLS
AC-2, IA-4, PE-2, PS-6, PS-7.

PS-5 Personnel Transfer

PRIORITY 3

Deadline For atransfer or reassignment, complete appropriate account and access changes within 24

hours.

REQUIRED ACTIONS

Review and confirm the continuing operational need for current logical and physical access to

systems and facilities.

Within 24 hours, take appropriate actions such as closing and opening accounts and changing

system access authorizations.

Adjust access to match the person's new operational need.
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Before the transfer, notify personnel responsible for information security, personnel security,

system/network administration, and account management.

WHEN THIS APPLIES

Apply this control to permanent transfers and to extended reassignments when warranted.

Possible actions include exchanging keys, identification cards, and building passes; closing old
accounts; opening new accounts; changing privileges; and preserving appropriate access to official

records from the prior position.

RELATED CONTROLS
AC-2, IA-4, PE-2, PS-4, PS-7.

PS-6 Access Agreements

In plain language Document access rules, obtain a signature before granting access, and renew
signatures when the agreement or signatories change.

REQUIRED ACTIONS

Develop and document access agreements for organizational systems.
Review and update agreements at least annually.
Before granting access, verify that each person signed the appropriate agreement.

Require individuals to sign again to keep access when an agreement is updated or signatories
change.

WHAT AN AGREEMENT MAY INCLUDE

Nondisclosure agreements, acceptable-use agreements, rules of behavior, and conflict-of-interest
agreements.

An acknowledgement that the person has read, understands, and agrees to follow the system's
access constraints.

Electronic signatures may be used unless organizational policy specifically prohibits them.

RELATED CONTROLS
AC-17, PE-2, PL-4, PS-2, PS-3, PS-6, PS-7, PS-8, SI-12.
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PS-7 External Personnel Security

Deadline External providers must report covered transfers and terminations of personnel with
organizational credentials, badges, or system privileges within 24 hours.

REQUIRED ACTIONS
e Establish security requirements, roles, and responsibilities for external-provider personnel.
e Require external providers to follow organizational personnel security policies and procedures.

e Document personnel security requirements, including in acquisition-related documents where

appropriate.

e Require external providers to report covered transfers or terminations within 24 hours to personnel
responsible for information security, personnel security, system/network administration, or account

management.

e Monitor each provider's compliance.

WHO COUNTS AS AN EXTERNAL PROVIDER
e Service bureaus, contractors, and other organizations providing system development, IT services,

testing or assessment, outsourced applications, or network/security management.
e Define reportable transfers and terminations based on the person's functions, role, credentials, and

privileges.

RELATED CONTROLS
AT-2, AT-3, MA-5, PE-3, PS-2, PS-3, PS-4, PS-5, PS-6, SA-5, SA-9.

PS-8 Personnel Sanctions

PRIORITY 4

Deadline When a formal employee-sanctions process begins, notify specified security and account-
management personnel within 24 hours.

REQUIRED ACTIONS
e Use aformal sanctions process for people who do not comply with established information security

and privacy policies and procedures.

e Within 24 hours after the process begins, notify personnel responsible for information security,

personnel security, system/network administration, or account management.
e |dentify the sanctioned person and the reason for the sanction in the notice.

IMPLEMENTATION NOTES

¢ Keep the sanctions process consistent with applicable law and governing authorities.

e Describe sanctions in access agreements and/or general personnel, security, and privacy policies.
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Consult the Office of the General Counsel on employee-sanctions matters.

RELATED CONTROLS
All XX-1 controls, PL-4, PS-6.

PS-9 Position Descriptions

In plain language Write security and privacy duties directly into position descriptions so

responsibilities and training needs are clear.

REQUIRED ACTION

Include security and privacy roles and responsibilities in organizational position descriptions.

WHY THIS MATTERS

Clear descriptions help people understand the security and privacy responsibilities attached to their

roles.

They help the organization identify role-based security and privacy training requirements.

Implementation Checklist

I Use this list This checklistis a convenience aid. It does not add to or replace the official requirements.

Policy and procedures are documented, owned, distributed, and reviewed annually.

Every position has a current risk designation and matching screening criteria.

Required state and national fingerprint-based checks occur before access approval.
Criminal-history findings are routed to the authorized official before access is granted or continued.

A current list of personnel with unescorted access to unencrypted CJl is maintained and available on

request.

Termination access is disabled within 24 hours; credentials and property are recovered.
Transfer-related account and access changes are completed within 24 hours.

Access agreements are signed before access and reviewed at least annually.

External-provider requirements are documented, monitored, and supported by 24-hour change

notification.
A formal sanctions process and 24-hour notification procedure are in place.

Security and privacy duties appear in position descriptions.
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Key Terms
CJl Criminal Justice Information.
CHRI Criminal History Record Information.
Pll Personally identifiable information.
CSA CJIS Systems Agency.

CJIS Systems Officer—the person within the CSA responsible for administering the CJIS

CSO
network on the CSA's behalf.
CA Contracting Agency—an agency that enters into an agreement with a private contractor
under an applicable CJIS addendum or outsourcing standard.
IA Official Interface Agency Official—the IA employee responsible for planning the hardware, software,
icia
funding, and training needed for the IA's authorized CJIS access.
Authorized The official who, under PS-3, may specify the request process and approve, deny, or review
Recipient Official access decisions for an Authorized Recipient.

Logical or physical access that gives a person the ability, right, or privilege to view, modify, or
Unescorted access .
use unencrypted CJl without an escort.

Source and Scope

Official source: CJIS Security Policy v6.1 (June 25, 2026), Personnel Security, PS-1 through PS-9, printed
pages 204-210. The figure and use cases beginning on page 211 are outside this guide's requested scope.

Editorial approach: Control statements were reorganized into short headings and bullets. Discussion text
was condensed into implementation notes. Mandatory terms and deadlines were retained.
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