
GCIC Mission: To protect the citizens of Georgia by providing accurate and timely criminal justice information and 
related services.  GCIC does this through employee, customer and stakeholder involvement, teamwork, planning and technology.  

 
 

 
 
 

GCIC Non-Criminal Justice Operations Bulletin 2014 –04 
 

 
SUBJECT: Security and Management Control Outsourcing Standard 

 
 
CONTACT: Melissa Casto-Mefferd  
 Compliance Program Manager 
 Phone:   (404) 859-4137 

Email: melissa.mefferd@gbi.ga.gov 
 
Overview 
 
The National Crime Prevention and Privacy Compact (Compact) establishes standards and processes for 
exchanging criminal history records among states and between states and the Federal Bureau of 
Investigation (FBI) for non-criminal justice purposes such as licensing or employment.  Article VI of the 
Compact provides for a Compact Council with the authority to establish rules and procedures that 
control use of the Interstate Identification Index (III) system for non-criminal justice purposes.  The III 
is the system of federal and state criminal history records maintained by the FBI. 
 
The provisions of the Security and Management Control Outsourcing Standard (Outsourcing Standard) 
are established by the Compact Council pursuant to Title 28 Code of Federal Regulations 906 and are 
subject to the scope of that rule.  They apply to all personnel, systems, networks, and facilities 
supporting and/or acting on behalf of the non-criminal justice agency to perform non-criminal justice 
administrative functions related to the processing of criminal history record information (CHRI), to 
include but not limited to: 
 

a. Making fitness determinations/recommendations 
b. Obtaining missing dispositions 
c. Disseminating CHRI as authorized by Federal statute, Federal Executive Order, or State 

statute approved by the United States Attorney General 
d. Other authorized activities relating to the general handling, use and storage of CHRI  

 
The intent of the Outsourcing Standard is to provide non-criminal justice agencies with information on 
the required procedures, responsibilities and controls to maintain adequate security and integrity of 
CHRI while under the control or management of an outsourced, third party contractor (Contractor).  The 
Outsourcing Standard requires the Contractor to maintain a security program consistent with federal and 
state laws, regulations, and standards, to include the FBI Criminal Justice Information Services (CJIS) 
Security Policy, as well as with rules, procedures, and standards established by the Compact Council and 
the United States Attorney General. 
 
Requirements 
 
Georgia governmental and non-governmental agencies authorized by federal statute, federal executive 
order, or approved Public Law 92-544 statute, hereafter referred to as Authorized Recipient (AR), may 
utilize the Outsourcing Standard. 
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Prior to engaging in outsourcing of any non-criminal justice administrative function, the AR shall 
request and receive written permission from GCIC.  All requests must be mailed to: 

 
Ms. Christina Watts, Assistant Deputy Director 

Compliance and Customer Support 
Georgia Crime Information Center 

P.O. Box 370808 
Decatur, Georgia  30037-0808 

 
The request must include the specific authority for the outsourced work, criminal history record check 
requirements, and/or a copy of relevant portion of the contract as requested.  The contract shall, at a 
minimum, incorporate by reference the Outsourcing Standard.  The contract must specify the terms and 
condition of access to CHRI; limit the use of such information to the purpose for which it is provided; 
limit retention to a period of time not to exceed that period of time the AR is permitted to retain such 
information; prohibit dissemination except as specifically authorized; ensure the security and 
confidentiality of the information; provide for audits and sanctions; provide conditions for termination 
of the contract; and ensure Contractor personnel comply with the Outsourcing Standard.  A sample 
contract is located in the library of the Computer Based Training Program.   
 
The AR shall: 

a. Maintain updated records of Contractor personnel with access to CHRI 
b. Conduct national fingerprint-based background checks of Contractor personnel having access 

to CHRI, if such checks are required of the AR’s personnel 
c. Maintain a list of Contractor personnel that completed the aforementioned background check 
d. Ensure the Contractor maintains site security per CJIS Security Policy guidelines 
e. Notify the Contractor within 60 calendar days of changes or updates to the Outsourcing 

Standard and/or the CJIS Security Policy 
f. Ensure the current version of the Outsourcing Standard and the CJIS Security Policy are 

incorporated by reference at the time of contract, contract renewal, or within the 60 calendar 
notification period  

g. Approve the contractor network topology if related to outsourced functions 
h. Monitor the actions of the Contractor for compliance with the Outsourcing Standard and  

CJIS Security Policy 
i. Conduct an audit within 90 days of the date the Contractor first receives CHRI and certify to 

GCIC that the audit was conducted.  Certification shall be completed in writing on agency 
letterhead, signed by the agency head, and submitted to the aforementioned address 

j. Provide written notice to GCIC if any early voluntary termination of the contract 
k. Appoint an Information Security Officer 
l. Establish a security incident response and reporting procedure for the security of CHRI 
m. Ensure the Contractor site(s) is a physically secure location 
n. Approve the Contractor Security Program and provide written approval to GCIC 
o. Ensure Contractor personnel receive Security Awareness Training prior to their 

appointment/assignment and provide annual refresher training annually, not later than the 
anniversary date of the contract 

p. Within four hours, notify GCIC and the FBI Compact Officer of any security violation or 
termination of the contract 

q. Within five calendar days of receipt of the written report from the Contractor, provide a 
written report to GCIC to include any corrective actions taken. 
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The Contractor shall: 

a. Comply with the Outsourcing Standard, CJIS Security Policy and all federal and state laws 
regarding access to CHRI 

b. Develop and document a Security Program (physical, personnel, and information technology) 
to comply with the Outsourcing Standard and the CJIS Security Policy 

c. Ensure that the Security Program includes the description of the implementation of the 
security requirements described in the Outsourcing Standard and the CJIS Security Policy; 
Security Training; a written security violation plan; and a process for reporting security 
violations.  

d. Maintain CHRI only for the period of time necessary to fulfill its contractual obligations but 
not to exceed the period of time that the AR is authorized to maintain and does maintain 
CHRI 

e. Maintain a log of any dissemination of CHRI for a minimum of 365 days 
f. Make facilities available for announced and unannounced audits performed by the AR, 

GCIC, or the FBI on behalf of the Compact Council 
g. Protect CHRI stored in an electronic format against unauthorized access 
h. Ensure personnel performing work under the contract are aware of the Outsourcing Standard 

requirements and the laws governing the security and integrity of CHRI 
i. Confirm in writing that personnel has certified in writing, prior to CHRI access, that he/she 

understands the Outsourcing Standard and laws that apply to his/her responsibilities 
j. Maintain certification in a file that is subject to review during audits 
k. Maintain records of personnel with access to CHRI and update records within 24 hours of 

changes 
l. Maintain a list of Contractor personnel that completed the aforementioned background check, 

if required 
m. Notify the AR within 24 hours when additions or deletions occur to the personnel list 
n. Ensure the security system complies with the CJIS Security Policy 
o. Provide secure storage and disposal of all hard copy and media associated with the system to 

prevent access by unauthorized personnel 
p. Assign a unique identifying number to personnel with access to CHRI to detect unauthorized 

access 
q. Develop and maintain a written policy for discipline of personnel that violate the security 

provisions of the contract 
r. Suspend any personnel that commits a security violation upon detection or awareness, 

pending investigation 
s. Within four hours, notify the AR of any security violation or termination of the contract 
t. Within five calendar days, provide the AR a written report documenting the violation, 

corrective action, date, time, and summary of the prior notification 
 
Refer to the Security and Management Control Outsourcing Standard for additional information or 
exemption from the above provisions. 
 
 
Approved:          8-4-2014          

Terry D. Gibbons, Deputy Director of GCIC  Date 
 

 


